He nait ce0st 00MaHyTh!

HawuboJ1ee pacnpoCTpaHeHHbIH Crmocoo BbIMAHUBAHUS
MEPCOHAJIbHBIX JAHHbIX — BBe/leHHEe B 3a0J1yKIeHHue B X0/ie pa3ropopa B
MecCeH/IKepe.

Cosepuias 3BOHOK B MECCEHKEPE, 3JI0YMBIIIUICHHUKHT
MPEJCTABISIOTCS pabOTHUKAaMU OaHKOB, COOOIIAIOT YTO B HACTOSIIUN
MOMEHT OCYIIECTBJISIIOTCS MOJA03PUTEJbHbIE ONEPAMH MO0 OAHKOBCKOM
IVIATE:KHOM KapTe WIH MO0 BKJIAaxy. «/lIs ycTaHOBIEHUS JUYHOCTH
NpeUiaraloT Ha3BaThb CBOHM JaHHbIC, B TOM YHCJE [JaHHbIe KAPThl H
JUYHBII HOMep, a Tak)Ke KOAbI M3 cMc-cooOmeHuid. B OonbpiimHCTBE
CJIy4aeB 3JIOYMBIIUJICHHUKH OOpaIllaloTcs M0 MMEHHU, MOTYT Tak)Ke Ha3BaTh
nocieanue 4 mudpbl 0aHKOBCKOM KapThI.

B Hoeononoyke mecmuas scumenvHuya 8 xooe mene@oHHoul beceovl ¢
SAKOObL  COMPYOHUKOM OaHKa nepeoana em)y CeKpemHvle C8eOeHUs O
PEeKBU3UMAX Kapmbl, C80eM UOeHMUDUKAYUOHHOM HOMepe NACNOPpMA U KOObl
us cmc-cooowenuit om OaHKa O noomeepxcoeHus onepayuu. B umoce
JceHwuna  auwunacy  6onee 30 moicay  00n1APO8, NEPEBEOCHHbIX C
HEeCKONbKUX ee CYemO8.

3JI0yMBIIIJIEHHUKA HACTaWBAIOT Ha MPOBEICHUHM OTMEHBI OIEpalUi.
Jns 3TOro mpemiararoT  YCTaHOBMTB  YKAa3aHHYIO MMM M3BECTHYIO
NporpamMMy yAaJeHHOI0 JOCTYINAa K YCTPOMCTBY. 3aTeM, 4TOOBI MPOBEPUTH
OaslaHC cueTa, IPOCAT BOWTH B CBOM MHTepHeT-0aHKHUHI. B cBOIO ouepep,
YCTaHOBJICHHAs IporpaMma [IPEIOCTABIISET 3JIOYMBILIJICHHUKAM
BO3MOXHOCTh BHJIETh BCE MPOUCXOdlee Ha Tele(oHe Wi KOMIbIOTEpE, B
TOM YHCJI€ BBEJACHHBIN NapOib 75 BXOJa B OAHKHUHT.

Ilocne menegonnoco odbwenus ¢ AK0ObI COMPYOHUKOM OAHKA
oceHwuna nomepsna 6onee 20 moicau ooanapos. Myowcuuna, 6 Xxooe
pazeo8opa 8 meccerodicepe npeodCcmasuics COmpyoOHuKomM OaHKa u yKaszal,
YMmo NpAMO celudac ¢ ee Kapm-cuema OCyuleCmesiemcs NOnblmKa CHUCAHUS
OCHEeJCHBIX cpeocms U Ol OMMeHbl HeCAHKYUOHUPOBAHHOL Onepayuu
He0bX00UMO YCMAHOBUMb HA MOOUTbHOE YCMPOUCME0 ULU KOMNbIOmep
O00NoNHUMeNbHOEe NPOoSPAMMHOe obecneyeHue, a makaice nepedams Koobl U3
CMC-COOOWeHUti om OaHKa. YCcmanoGNeHHAs JHCeHWUHOU Npocpamma
npeodocmasuia MOULEHHUK)Y YOQIeHHblll 00CMYn K  KOMHblomepy, 20€ C
HOMOWBI0 KOOO8 U3 CMC OH B80Wel 68 UHMepHem-OAHKUHe U nepesen 6ce
OeHbel Ha CBOlL cuem.

3JI0yMBIIIVICHHUKH  TaK:Ke MPEeACTABJIAITCH  COTPYAHUKAMU
NMPaBOOXPAHUTEJbHBIX  opranoB. Ilox  mpemyiorom  COBMECTHOTO
pa3o0siaueHust He1OOPOCOBECTHOTO COTPYIHUKA OaHKa, KOTOPBIM HUCIOIb3Ys
BaIlli JaHHbIC, O(POPMUI 3asBKy Ha KpeauT OT Bamero mmenu. YOexaaror



B3ATh €I1€ HECKOJIbKO KPEUTOB U MEPEBECTH UX HA «CIEIUATIBHO CO3/IaHHBIN
3alIUIICHHBIA CUET», a IOCIe OKOHYAHUA «CIEIoNepaln» BEPHYTh BCE
neHbru. Ilpuw 3TOM CyThb 3TOM «cHernomnepanuny HEoOXOAUMO Aep)KaTh B
TalHE.

Taxoe npecmynnenue cayyunoce 6 Hauane 2021 2o0a. Monooas
Ooesywka u3 Bumebcka, mama o0Oeoux Oemeil, nocie pazeo80pa ¢
compyoHuyel banka ogopmuna Ha cebds Kpeoumsl HA NOompedUmenbCKue
HYJHCObL 8 mpex bankax 2opoda noumu Ha 16 moeicsay pyonei, a noayyeHHvle
cpeocmea nepegena MOULeHHUKAM.

B aseycme u cenmsabpe ¢ Opuie nodcunou Myx#cuuna u pabouui 3a600d
8 Mpéx banKkax 831U Kpeoum Ha cymmy oonee wem Ha 17 u 15 moicau pyonet
Kaxcowvlll u, 008epsis cobeceonuxam uz Viber, ucnonnunu 3adanus — nepesenu
OeHbeU HA  YKA3AHHGIU  Kubepnpecmynwuxamu  cuem. Auanoeuunoe
npecmynjienue Ciyduiocs 6 Bumebcke, pabouas KpynHozo npeonpusimusi
HAUYHBIMU 835714 084 KpeOuma 6 6aHKax Ha cymmy bonee 9 molcay pyoneu u
yepe3 mepmMuHal nepeseid ux Ha YKazaHuvie el 3/10YMblULIeHHUKAMU cuemd.
U 5mo monvko Hexomopwvie npumepbi.

HoBbIM c110c000M MOILICHHUKHU MOJYYaI0T PEKBU3UTHI 0aHKOBCKOM
KapThl 4Yepe3 JeTel Jep)kareneil KapT, B X0/A€ OOILEHUS B COLCETSIX IMOA
BHUJIOM CBEPCTHUKOB.

11-nemussn desouxa 6 xo0e «OPyHceCKOU» 08YXHEOeIbHOU NEPEenucKu 8
COYUANBHOU cemu C BUPMYATbHOU NOOPYIHCKOU, NO ee Npocvbe nepedand
cobecedHuye omoepaguu niamedcHoOU Kapmvl Mamepu, mem CaMblM
coobWuU8  NEepcoHanbHvle  OaHHvle.  3anonyuue  OaHMble  KApmul,
310YMbIULIEHHUKU NepegeNu ¢ Hee 6ce umernowuecs cpeocmea. B xooe
oOwjeHusi ¢ pebenKoM, MOJCHO NONpocums nepedamv U oOpyzue OaHHble,
maxue Kak ¢omoepaghuu nacnopma uiu cmc-Koobvl, YMoO MOHiCenm NoGJeyb
OMKpbIMUe OHNAUH-KPEOUmd.

[lonyyuB nocTyn K axkKayHTy I[OJb30BaTelsi B COLICETH (METOAOM
noadoopa mMapoJii  WIM BPEJOHOCHOIO MPOTPaMMHOTO  OOECIeUeHHUs),
3JIOyMBILNIJIECHHUK OCYUIECTBJISIET PACCBLIKY COOOLIEHMH WHTEPHET-
APY3bSIM M SKAET OTKJHKA, YyO0exKaaer NOA Pa3HbIMHM MpPeAJoramMu
nepeaarb ACHEKHbIC CPeICTBa MM KOHQUICHIHAIbHYI0 HH(OPMALHIO,
HanpuMep GoTo 0aHKOBCKOMN KapThl.

Bznomas axxkaynm cmyoenmku eumebckoco BY3a, om ee umenu
omnpasuiu coobujeHue ¢ NpocvOOl 0KA3aMmb MAMEPUAIbHYI0 NOMOUWDb HA
VKA3AHHYI0 OAHKOBCKYI0 KAPMY 8 CBA3U CO CKOPONOCHMUMNCHOU CMEPmblo ee
mamepu. HMnu om umeHu cecmpul, NPUCIAIU COOOWEHUe C NpocbOOU
oniamums Kpeoum, max KaxK 6 dmom Mecsaye MHO20 Nompamuid, a OeHbeu
gepHem nocie 3apniamol.



Nnu wanpumep apyroe cooOmienue: «llpuBer, y Tebs ecTb
JehcTByromas OaHKOBCKash kapTtouka? Moro 3a0iIoKMpoBalu, a Kak pa3
CErOJIHsI MHE JIOJKHBI IEPEYUCITUTD TEHBIH. MOXKHO s JaM PEKBU3UTHI TBOEH
KapThl, HA HEE MPUAYT JEHbIH, IOTOM OTAAIb MHE. B 101y HE OCcTaHyCh!»

3JI0yMBIIIUICHHUKU TaKX€ TMOJb3YIOTCSI METOJIOM (DUIIMHTA, KOTOPBIM
3aKJIIOYAETCS. B TOM, UTOOBI MOJJIeNIaTh CTPAHUILY IUIATEKHOU CHUCTEMBI U
MOJIYYUTh JIaHHBIE OAHKOBCKOM KapThl Biajeiblia. OUIIUHTOBBIA CAUT — 3TO
CTpaHUlla CaWTa CO3JaHHasg KakK TOYHAs Komus Hacrosmeu. Yaimie Bcero
MOJJIENBIBAIOT IUIATEXKHBIE CUCTEMBI W ToOuTOBbIE cepBuchl (benmoura,
EBpomnoura, C[I2K). [logaenbHble CTpaHUIBI NPUCHUIAIOT B MECCEHIKEPaX
IpoJiaBllaM TOBAapOB C CAWTOB OOBSABICHUN SKOOBI A TOJy4CHUS
IpeaoIiaThl 32 TOBap, HA KOTOpbIA odopmiieHa AocTaBka. B Takom ciyuae
(UIIMHTOBBIE CTPAHUIBI COAEPXKAT CBEICHUS O IMPOJAaBaE€MOM TOBape H
a0COJIFOTHO MOBTOPSIIOT (PUPMEHHBIN CTHJIb U CEPBUCHI caliTa, B TOM YHUCJE U
OHJIAMH-KOHCYJIbTaHTA. 3JIOYMBIIUICHHUKN YOEXJaloT MpoJiaBlia TOBapa
BBECTH JIaHHBbIE OAHKOBCKOW KapThl, BKJIIOYAs WM BIaJlelblia, IOJHBIM
HOMEP, CPOK JEHCTBUSI M TPEX3HAYHBIA KON C OOpaTHOW CTOPOHBI KapTHI.
JlaHHBIE, KOTOpBIC 3alOJy4yaeT CO3[aTelib CTPAHULbI, JAKOT EMY
BO3MOXHOCTh TI€PEBECTH BCE JAEHbIM C KapThl Biajeibua. OTianuuem
(UIIMHTOBOTO caiiTa SIBJSETCA TO, UTO CChUIKA Ha HEr0 HAMpaBJIsETCs JIMYHO
B MECCEHKEpPE, a MHTEPHET-aJIpEeC B HA3BAHUM IOXO0X HA HACTOAILIUN, HO
MMEET HE3aMETHOE OTJIMYME B OJHOM OyKBe Uin nudpe.

llpumepvr  Quwuneosevix  cmpanuy:  belpochta.by,  bellpost.by,
belpocht.by, belpost.be, europocha.be, kufar.cc, bel-bank.online.by.

OBHIME PEKOMEHIAILIMN 110 3ALIUTE ITEPCOHAJIBHBIX
JAHHBIX OT KUBEPIIPECTYIIHUKOB

o HukoMy HU moja KakvM MpeaJioroM HE MepenaBaTh HOMEpP OaHKOBCKOM
KapThl, CPOK JEHCTBUS, TPEX3HAUHBIA CEKPETHBIN KO HA 000pPOTE, JJOTUHBI U
MapoJiv J0CTyIa K OaHKUHTY, CMC-KOJIbI OT OaHKa.

o [Mogkmtounts ycnyry «3D Secure» U yCTaHOBHUTH JIUMUTHI Ha CYMMBbI
OHJIaMH-omepanuii (Hy»KHO IOAKIIOYUTh, B HACTPOMKaX OaHKWHTa WA B
OaHke).

o He ycranaBnuBaTh mporpamMMbl U HE MEPEBOJIUTH AEHBIH M0 YKA3aHUIO,
MOJTYYCHHOMY IO Telle(poHy J1ake OT paOOTHUKOB OaHKa WIIM MUJIHITHH.

o [Ipu mocrymjaeHurn 3BOHKAa B MECCEHIXKEpe OT paboTHUKA OaHKa,
3aKOHYUTH Pa3rOBOP U MEPE3BOHUTH B OAHK CAMOCTOSATEIBHO.



o [Ipu oHnaiiH-omIaTe, B TOM YHCIE YCIYI TAaKCH, MPOBEPATH aApec
caliTa W UCIIOJb30BaTh OT/ACIBHYIO KapTy (BUPTYyalIbHYIO), XpaHUTh Ha HEU
HEOOJIbILINE CYyMMBI.

AKTyaJIbHAsi HH(OPMaALUA 0 COBEPUIAEMBbIX KHOEPIPeCTYIJICHUAX
JAOCTYIHA B Tenerpam-kanaie «Hu¢pposas IPAMOTHOCTEb»:
https://t.me/cifgram

VYrpaBneHue o nNpoTUBOECHCTBUIO KUOEPIPECTYITHOCTH
VYB/I Butebckoro odnucroakoma



